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中文摘要：
異常行為偵測型(abnormal detection)的網路入侵偵測系統，其成功與否之重要關鍵在於所選取以供判斷的特徵是否恰當。另一方面，在強調即時處理的入侵偵測系統上，時間因素也至為重要；愈多的特徵也意謂處理時間愈長。如何選擇適量且有效的特徵實為網路入侵偵測系統設計中最重要的一環。本論文使用基因演算法結合KNN (K-Nearest Neighbor)做為特徵選取的工具，並以大量阻斷服務攻擊(DoS attacks)做實測。實驗顯示，使用少數12個特徵就可以達到95.17%的偵測率；足以證明我們方法所選取之特徵的重要性。
Abstract:
The most significant factor for the abnormal-based NIDS is how to select important features for judgment by the detection engine. On the other hand, since most NIDS emphasize their real-time capabilities, time expense for judgment is very important. That means the number of features can not be large because more features selected, more time for processing is needed. The selection of features is a key point for the success of an NIDS. The paper presents a genetic algorithm combined with KNN for feature selection. We also applied a lot of DoS attacks to evaluate the performance of our algorithm. According to experiment result, using only 12 selected features we can get 95.17% detection rate. This shows that the features selected by our algorithm are really significant to the DoS attacks. 
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